




author and the soft-
ware-defined radio. 
The core components 
are depicted in Figure 
3 and Table 1.

Software 
upgrade 

The DSA software 
is provided to the ra-
dio manufactures as 
compiled code. The 
code is implemented 
in the software-de-
fined radio (SDR) 
as a new waveform. 
The software-defined 
radio does not require 
any hardware modifi-
cations to operate. 

While the policy 
enforcer, policy man-
ager and policy con-
formance reasoner 
are loaded onto the 
SDR radio, the policy-
authoring tools (policy administrators, system 
strategy reasoner) are loaded into a server 
attached to the network. The policy authorer 
uses the GUI and policy software to create and 
push the policies down to the radio.

Military applications
Military exercises and campaigns create 

an environment of constrained and highly 
coordinated access to spectrum. Technologies 
like policy-based DSA will increase flexibility 
and timeliness of mission planning. Troop 
radios are enabled by policy to find available 
frequencies for communication when impacted 
by intentional or unintentional frequency inter-
ference. To control the operating parameters 
of the software-defined radios, the local or 
regional spectrum manager establishes the 

policies. Beyond handheld radios, DSA tech-
nology enables greater control over unmanned 
systems by closing long-link ranges and adapt-
ing to the changing RF environment without 
disrupting communications. The impact is 
greater use of small UAVs and tactical robots 
to improve surveillance and keep soldiers out 
of dangerous situations.  

Public safety initiatives
SSC has been awarded a grant from the 

National Institute of Justice (NIJ) to develop 
and demonstrate a multiband cognitive radio 
system that will help optimize spectrum ac-
cess for public safety agencies. This project 
focuses on creating a spectrum management 
subsystem on radio networks that controls 
the individual radios with spectrum access 
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Figure 2. Dynamic spectrum access component s and data flow.
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Figure 3. Distributed policy-based spectrum access control architecture. The SDR includes a 
localized policy enforcer responsible for controlling spectrum access based on requirements 
provided by regulatory and other stakeholders. The radio is managed by a network administrator 
who relies on stakeholders for providing up-to-date policies.
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“policies” that al-
low better use of 
available spectrum 
frequencies. This 
subsystem, called 
cognitive radio ac-
cess and manage-
ment (CRAM), will 
lead to the creation 
and dissemination 
of a wide range of 
spectrum access 
and priority rules, 
including trusted 
security measures to avoid unauthorized ac-
cess and operations. It will also provide for 
logging of transmissions to monitor usage and 
quickly remedy interference. This is one of the 
fi rst steps at providing a dynamic spectrum 
environment needed during rapid deployment 
situations where multiple government agen-
cies are responding to a situation.

Conclusion
Access to spectrum is an immediate 

problem for military and public safety users. 
After the 700 MHz auction, access to needed 
blocks of spectrum will require adoption of 
new communications tools to harvest exist-
ing spectrum. Dynamic spectrum access 
technology is available now to provide the 
critical link through a wireless software suite 
comprising policy-based rules and database 
engines that drive algorithms for frequency 
agility and cognitive decision-making. The 
entire suite enables an environment for users 
to adopt DSA and begin to address spectrum 
challenges and enable innovation and growth 
in wireless solutions.
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Key Components Function

Policy Manager Manages local policies and responds to 
remote commands

Policy Conformance Reasoner Analyzes and reasons over policies and 
device-provided evidence

System Strategy Reasoner Adjusts and selects the device's 
operational modes

Policy Enforcer Governs the radio by permitting only 
allowed transmission requests

Policy Administrators Secure interactive method for operators 
to remotely modify the state of the radio

Table 1. Key components of the DSA-based policy architecture
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