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he essence of secure communications

is protecting the encryption key. While
large encryption keys can provide a degree of
protection against brute-force computational
techniques to break a code, this measure does
not address physical security, which is equally
important. To address this need, several fac-
ets of physical security must be considered.
These include a mechanism for generating
random keys, a physical design that prevents
covert electronic interception of a key that
is being communicated between authorized
agents, and a secure method of storing a key
that includes protection against clandestine
physical and mechanical probing.

Using features that range from package
design, to external-sensor interfaces, to inter-
nal circuit architectures, special components
(members of the DS36xx family of secure
supervisors from Maxim) can provide all
these capabilities to military electronics design
engineers. This can simplify compliance with
security requirements for mature and emerging
portable military computing and communica-

tions systems. The range of possible applica-
tions for these devices is diverse (Figure 1).

O A

FIPS, which stands for Federal Informa-
tion Processing Standard, describes the U.S.
governmentds requirements that IT products
must meet for sensitive, but unclassiyed
uses. These standards are published by the
National Institute of Standards and Technol-
ogy (NIST). The FIPS 140.2 standard can
be found at http://csrc.nist.gov/publications/
PubsFIPS.html. The FIPS 140.2 standard has
four basic levels:

Level 1. No physical security mechanisms
required.

Level 2. Tamper-evident physical security.

Level 3. Tamper-resistant physical security.

Level 4. Physical security provides an enve-
lope of protection.

For advanced-security military communi-
cation applications, designs must meet NSA
type 1 certiycation standards. Equipment
certiyed by the National Security Agency
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(NSA) is used to cryptographically secure
classiyed U.S. government information. The
certiycation process is rigorous and includes
testing and analysis of the following items:

n cryptographic security;

o functional security;

o tamper resistance;

1 emissions security; and

o security of product manufacturing and
distribution.

A common example of an application
that must comply with these guidelines is
communications equipment designed to
operate within the Waryghter Information
Networkd Tactical (WIN-T), the tactical
communications protocol for waryghters.
WIN-T supports a range of data, voice and
video capabilities. This network helps the
soldier stay connected at all times from any
location by providing mobile, reliable, high-
bandwidth communications. The capabilities
provided by WIN-T are delivered by using
popular communications technologies, like
Wireless LAN, voice-over IP, and third-gen-
eration cellular/satellite technology. WIN-T
links waryghters located in tactical ground
units with their commanders throughout the
DoDés worldwide network.

As with any military application, infor-
mation security for WIN-T is extremely
important. With WIN-T, the architecture
must allow authorized users free access to
the network, but also detect and deny
unauthorized attacks. As such, WIN-T
security must be fibuilt ino0 from the outset,
rather than fibolted ono as an afterthought.
This ensures safe and secure transmission
of voice communications and digital data
across the network.

In the past, systems were designed for
speedy deployment, leaving security func-
tions to be implemented as upgrades in the
yeld. This was because built-in security
functions were considered to be more
expensive and a cause of schedule delays.
However, all military communication ap-
plications now require a higher level of
security from the start in order to provide
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